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Key Insights
Forgery Mixup Augmentation:

➢  Identifies dominant frequency components and modulates the amplitude spectra within these components.

➢  Filters low-confidence augmented samples using Shannon entropy.

Dual Consistency Regularization:

➢ Local Consistency: Enforced via Class Activation Maps (CAMs) to maintain attention on discriminative regions.

➢ Global Consistency: 

✓ Model facial features on a hyperspherical embedding space using von Mises-Fisher (vMF) distribution.

✓  Enforce domain alignment using the Distribution Matching Score:

Proposed Framework: FreqDebais

Why Do Deepfake Detectors Fail to Generalize?

➢ Existing detectors exhibit poor cross-domain 

performance due to model bias.

➢ Detectors rely on spurious correlations such as 

identity, background, or structural artifacts.

➢ Prior works focus on human-perceptible biases, 

while this work investigates a form of model bias 

that is imperceptible to humans, known as 

spectral bias in the frequency domain.

In-domain and Cross-domain Results Cross-manipulation Results
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VisualizationsWhat is Spectral Bias?

➢ Detectors over-rely on dominant frequency 

components, which are specific to forgery types.

➢ These components are identified as frequency 

bands whose exclusion causes the largest 

increase in classification loss.

➢ Such reliance limits generalization to unseen 

forgeries.

In-Domain and Cross-Domain Evaluations:

➢ Trained on FF++ (HQ); Evaluated on CDFv1, CDFv2, DFDC, DFDCP, DFD.

Cross-Manipulation Evaluations:

➢ Trained on one manipulation type of FF++ (e.g., DF) and tested on others.

Robustness Evaluations:

➢ Evaluated on six distortion types from LipForensics benchmark.

Robustness Results

Conclusion

Different Backbones

Dominant frequency components overly relied 
upon by the vanilla deepfake detector. 

➢ Spectral Bias: We identify an unexplored form of model bias in deepfake detection.

➢ Fo-Mixup: We propose Fo-Mixup to broaden detector’s exposure to a diversified frequency 

spectrum.

➢ FreqDebias: We propose FreqDebias, which first diversifies the frequency spectrum, and 

then enforces both local (CAMs) and global (vMF) consistency.

➢ Experiments: We demonstrate that FreqDebias significantly improves generalization across 

cross-domain and robustness settings.

➢ Standard detectors show forgery-specific 

dominant frequency reliance. Fo-Mixup targets 
this bias.
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