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Motivation Proposed Framework: FreqDebais . Experiments

In-Domain and Cross-Domain Evaluations:
» Trained on FF++ (HQ); Evaluated on CDFv1, CDFv2, DFDC, DFDCP, DFD.

“' Holcombe Deparmert o FregDebias: Towards Generalizable Deepfake Detection via Consistency-Driven

Why Do Deepfake Detectors Fail to Generalize?

» Existing detectors exhibit poor cross-domain
performance due to model bias.

Cross-Manipulation Evaluations:
» Trained on one manipulation type of FF++ (e.g., DF) and tested on others.

Forgery Mixup Augmentation

Fo-Mixup
Augmentation

l

Confidence Sampling

» Detectors rely on spurious correlations such as
identity, background, or structural artifacts.

Robustness Evaluations:
» Evaluated on six distortion types from LipForensics benchmark.

» Prior works focus on human-perceptible biases,
while this work investigates a form of model bias

Robustness Results
Different Backbones

Mask Selection
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Forgery Mixup Augmentation:
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What is Spectral Bias* > |dentifies dominant frequency components and modulates the amplitude spectra within these components. Visualizations
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> Detectors over-rely on dominant frequency > Filters low-confidence augmented samples using Shannon entropy. v, =F Kp A® A(ér-ij)) « o~ ¥P(z )(u,u)} > Standard  detectors show  forgery-specific Ceention ——
components, which are specific to forgery types. _ L dominant frequency reliance. Fo-Mixup targets ity o
Dual Consistency Regularization: this bias S
> These components are identified as frequency > Local Consistency: Enforced via Class Activation Maps (CAMs) to maintain attention on discriminative regions. )
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increase in classification loss. > Global Consistency: att = IS ) | TRl T
v" Model facial features on a hyperspherical embedding space using von Mises-Fisher (VMF) distribution. "
. .. . . _ _ _ _ _ _ _ ~ ~ N ~ E DeepFake Face2Face NeuralTextures
» Such reliance limits generalization to unseen v Enforce domain alignment using the Distribution Matching Score: DMS = 1/ (1+ Dy, (p(Fiy | 5e. o), p(Elyy | e, ir))) 2 e e
forgeries. 3
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upon by the vanilla deepfake detector. xperimental Resuits i
. In-domain and Cross-domain Results Cross-manipulation Results Ton Dominant Frequency Components .
% Method In-domain Cross-domain Methods Train DF F2F FS NT
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5 Mesod [4] 608 | 73.6 609 548 599 556 | 60.96 21]:)1)[64[]-391 PPl v | seas | e | ecia _ _ _ o _
E gl(apsul[i ﬁ{)] gg.; ;g.; Zf;.; 22.2 gg.z gg.; gg.g; FreqDebias (Ours) 0ogr | 8810 | 7593 | 8845 » Spectral Bias: We identify an unexplored form of model bias in deepfake detection.
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